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and Management

Overview
| | ADVISORY
\u SERVICE All organizations, large and small, must demonstrate complete control and security
of the data entrusted to their care. Effective control can only be achieved by taking
a strategic approach and integrating security and privacy into regular business
Improve corporate risk operations. Digital Defence can assist you in preparing your organization’s strategy
reduction with strategic for where it needs to be now, and where it needs to be in five years.
secu_”ty and privacy Experienced security consultants will partner with your organization to ensure that:
services.
e Your organization can recognize and understand security threats, and respond
Is the Security Strategy and to the risks
Management Service right for e There is a balanced and effective security solution based on technology and
your company? business processes

e  Costs associated with regulatory compliance have been minimized
® s your security program

aligned with your business
strategy and processes?

*  You have maximized the return on your security investment

e How much security risk does Benefits of a formal Security Strategy and Program
your business face—and how
can you measure this risk and A formal security strategy and managed program allow you to:

reduce it to a manageable
level? e Quantify and prioritize in order to identify where to invest time, money, and

human resources in your organization to “get the best bang for the buck!

e Do you understand the regula- e  Support compliance with regulatory requirements
tions, laws, and best practices * Ensure that all levels of management act with due diligence in protecting
that govern security in your corporate data resources
organization? e  Support the security and privacy components contained within a merger or

acquisition

* How effective is your security e Successfully manage security projects , including all stages of the RFP
program—and can you prove it process
to your auditors, partners, and for security products and services
clients? N

Develop a security metrics program to track your success
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About Digital Defence

Digital Defence provides
complete protection against data
security breaches. We provide
the advisory services that align
security with your business strat-
egy and practices. Our protection
services secure your data by
assessing vulnerabilities and
validating security controls using
audits and penetration testing,
or "ethical hacking". And should
you suffer a security or privacy
breach, we provide the 24x7
response services and expertise
to minimize financial and
reputational loss

We ensure that your Information Security program meets the
requirements for Governance, Risk, and Compliance, GRC.

Service Description

Digital Defence’s Security Strategy and Management Services is designed to
give your organization the quick start and structured support to develop and
maintain your security program.

This customized service can include the following:

e Assist you in developing a security strategy and an implementation
roadmap, allowing you to effectively plan your budget and the required
resources for a 3— to 5-year period

e Alignment of the security strategy to business strategy and processes

e Business Impact Assessments, BlAs, to identify critical data management
areas that must be secured

* Risk assessments, using the Canadian Federal government’s Harmonized
TRA Methodology, the Facilitated Risk Assessment Process, or other
accepted methodology

e  Security organization review, to assist in identifying governance issues,
creating a security group, and integrating security into job roles and
responsibilities across your organization

e  Staffing augmentation, providing short— and long-term technical,
management, and executive staff to provide mentoring and leadership

e Management of vendors and security projects, ensuring that you articulate
your requirements during the RFP and contract processes, and the vendor
delivery of the product or service

e Benchmarking of your security performance in relation to peers, competitors,
internal standards, and regulatory requirements; development of a reporting
methodology

DIGITAL

For more information please visit www.digitaldefence.ca

Digital Defence Inc Disclaimer
Toll-Free 866-677-1337 | Tel 905-681-3310 © 2010 Digital Defence. All rights reserved.
302 - 3310 South Service Road,

This document is for informational purposes only.
Digital Defence makes no warranties, express

Burlington, Ontario L7N 3M6 or implied, in this document.



